The paper describes the methodology of identifying an interference in the optical ber. The paper presents the technology widely known as quantum key distribution. The quantum key distribution is based on the technique of constant comparison of quantum characteristics of the input light source and its characteristics at the end of the ber optic. Methodology of presented work includes the evaluation of the functional objectives through the constructive assumptions for the laboratory models development. This paper presents the model of a system based on the comparison of polarization states of light quanta using two asymmetric MachZender interferometers as transmitting and receiving systems to enable compensation of polarization state changes at the input and output of the ber optics sensing cable. Continuous monitoring of the state of the reference signal, the specic changes of natural or ambient eects on the ber will attempt to identify interference in the optical waveguide as a change of the polarization of the quantum states of the light. The authors indicate the possibility of using such ber optic sensor as a security sensor to protect the extensive critical infrastructure facilities. In this article the future research conception of using compressed sensing algorithms for data compression in quantum key distribution systems is presented.
Introduction
Due to the development of information technology, the amount of data sent over networks is constantly growing.
Application of ber-optic networks signicantly improves the throughput of such links and ensure the stability of their work. Networks are frequently used to exchange classied data which requires to ensure the complete safety of transmitted data. However, there are methods that allow eavesdropping of information transmitted using optical ber, thus the use of optical ber is not as secure as many thought. Observing the trends and requirements of transmission lines, it appears necessary to consider telecommunication lines used for information transfer as hazardous. The need of maintain constant classied communication forces the need of protection of such lines and consider them as objects of critical infrastructure [13] . There are many well known applications of ber optic sensors in large security objects of critical infrastructure [46] . However, the specic of the attacks, precision of performed attacks and the characteristics of the protected object forces a new look at the issue of protecting the telecommunication lines. Therefore, it is necessary to protect the transmission line or encrypt information transmitted via telecommunications lines.
In the process of encrypting the information, it is necessary to manage the problem of certainty and not eavesdropping of encryption key exchanged between sides. At this point, the world of sending classied data introduces the quantum key distribution (QKD) system.
Quantum key distribution system
The basics of operation of the quantum key distribution systems are the rules of quantum mechanics. These rules say that at the same moment in time any two polarization states cannot be measured because this measurement introduces disturbances of the polarization state of the photon [6] .
Physical principles of QKD are indisputable, but in order to fully use the method advantages it is necessary to use appropriate algorithms that allow the secure key exchange. In 1984, two scientists Bennett and Brassard proposed the use of a key exchange protocol, later named after them, the BB84. Principle of operation [6] is based on the generation of two random bit strings by the sender, and then sending the encoded information about the strings by using polarized photon. The value of the bit in the rst string denes the base polarity (straight or diagonal), the value of the bit in the second string species one of the two directions of polarization in a given polarization base. In the receiver module, the third sequence of bits is generated. Bit sequence of the sender determines the polarization base used to measure polarization state of received photon. If the base of the sender and receiver are consistent, the measurement of polarization state is correct. If the bases are inconsistent, readout of the correct value occurs with a probability of 50%.
In the next step, polarization bases used to read data between receiver and the sender are transmitted in pub- Another solution to provide greater security is to add the optical ber sensors to the QKD system, by using wavelength division multiplexing. The optical ber sensors function is to protect the integrity of the transmission line. An example of a system developed by the article author is presented in Fig. 1 .
The optical sensor for monitoring the integrity of the optical ber developed by authors is based on optical In detailed description, the sensor consists of insensitive area for couplers C4 and C5 and proper part of the sensor consisting of four double-sided arms of interferometer. By using two-way power supply system we obtain exactly two interferometer systems. Both interferometers are subjected to the same environmental conditions and are aected equally to any inputs. They dier only in the opposite direction of light propagation. In the rst case, the light is transmitted in the direction of:
In the second case, the direction of transmission is following:
According to the well-known relationships describing the result of the interference of light in this type of system, it depends on the intensity of light in the two arms of interferometer and the phase dierence between the two arms. The light intensity is dependent on the distribution of light on the couplers C4, C5 and the traveled distance (in our case the distances are dierent) over a ber between C3 and C5 (on the assumption it will be several kilometers). The phase dierence in the interferometer systems determines whether the beams interfere constructively or destructively. This determines at which point of characteristic the system is operating. Constant phase dierence in system is aected by constant phase shift in the ber couplers and the state of unbalance of ber lengths belonging to the arms of the interferometer.
In both cases (interferometers), the states will be the same. The length dierence of the optical paths in arms of interferometer also determines whether there would be interference in the system. In principle, it cannot be greater than the coherence path of the used light source.
In the practical arrangements of long distance ber the dierence of length of interferometer arms is at the level of 1 m. This is mainly due to the method of determining the length of the optical ber. We used the OTDR (ber length and attenuation meter) which determines M. yczkowski, M. Kowalski the length of ber with a resolution of 0.25 m in a 40 km.
Discussing the system operation, it is justied to present the performance in perfect and stable environmental conditions. We made an assumption that there is no environmental impact on the arms of the interfero- It is possible to check whether the eavesdropping of QKD system is installed in the transmission line [8] . However it is essential that all the elements of the transmission line need to be inside the protected area and should be prevented from getting a third party to the transmission and protection system components. The example of QKD system for protection of telecommunication line is presented in Fig. 2 . Compressed sensing is a signal processing method based on the fact that an undersampled sparse signal can be reconstructed from a small number of measurements.
Quantum keys can be considered as bit sequences thus they fully satisfy all the conditions needed to use compressed sensing. The compressed sensing (CS) method
shows that a signal can be compressed and still contains all useful information [13, 14] . The compression means that the quantum key includes much less information than the traditional one. The CS method is also an encryption method of data, thus the transmission is even more secure. min x 1 such that Φ x = y.
From an application point of view, the 1 -norm minimization can be achieved using e.g. a conjugate gradient algorithm or gradient projection method [14] .
The conception of the ber optic quantum system with implemented compressed sensing compression algorithm is presented in Fig. 3 . The conception assumes that before transmission, a quantum key is compressed using CS algorithm. The compressed and encrypted key is transmitted to the receiver and then recovered and decrypted with pre-dened parameters. It is expected to achieve compression factor up to 50%.
Conclusions
We believe that using the appropriate security methods and using the QKD systems will soon become the standard for the transmission of classied information.
The entire system still requires improvements in the level of components technology, which are critical points of transmission security. However, using additional security elements and putting constant eorts on manufacturers to ensure the safety of the system, gives this technology great potential for development in the future. The authors claim that in a few years perspective, it is possible to manufacture the alarm components based on a certain data exchange using QKD technology in optical ber signal transmission lines based on TCP/IP protocol.
Because of low transmission rates in QKD systems, authors proposed a solution based on the compressed sensing method. This solution uses compressed sensing algorithms for data compression and additional encryption.
